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And I will and intend on,looking into that matter. This is not the
subjeet matter of the hearing. I probably shouldn’t even be saying it,
but at first blush, I fecl thdt the way to get at, at least a part of it is
through grand jury reform, which I think is long overdue and is going
to be the subject of hearings in our subcommittee when we get under
way.

Dut I share your concern and I promise you that T will keep the
chairman informed of our activity there, and if and when we get to
that point, invite the chairman to come and give us the benefit of lis
thoughts on the matter.

A, Mureny. 1 appreciate that, Senator, and again, Senator Joseph

3iden, we thank you for your testimony today and your valuable help
{o this committee in its deliberations on this legislation.

Thank you.

Senator Binex. Thank you very much, and thanks for waiting for
me, [ appreciate it.

Mr. Muneiy. Our next witnesses will be two prominent scholars and
professors from Columbia University Law School, Professor Schmidt
and Professor Idgar. These gentleman are the authors of an exhaus-
tive and aunthoritative article on the espionage laws. They are the
acknowledged scholarly experts on this topie.

We are very glad to have their testimony, and we are lucky to have
it since they experienced some difficultics getting out of New York City
to be with us here today.

And being the Representative from Chicago, I want to say, I want
to congratulate you for getting out, because I don’t know if I can get
in or out of Chicago.

STATEMENT OF HAROLD EDGAR AND BENNO SCHMIDT, JR., PRO-
FESSORS OF LAW, COLUMBIA UNIVERSITY

Mr. Scint. Thank you, Mr. Chairman.

T am Benno Schmidt, and my colleague Iarold Edgar is on my
right. We are grateful for the invitation to meet with you and for your
interest in our views., We have a written statement which, with your
permission, Mr. Chairman, we would like to include in the subcom-
nittee's hearings.

Mr. Murriy. Without objection, it will be included in the record.
] Hﬂda mﬂ.owﬁ.om statement of Harold Edgar and Benno Schmidt, Jr.,

ollows:

STATEMENT OF HaroLD EDGAR AXD BENNO SCOHMIDT, JR., PROFESSORS OF Law,
COLUMBIA UNIVERSITY, ON REVISION OF THE ESPIONAGE ACT AND OTHER NA-
TIONAL DEFENSE INFORMATION PROPOSALS

INTRODUCTION

sspionage and revelation of information relating to military affairs, foreign
poliey, and national security are among the most difficult concerns of federal
¢riminal law. Statutes aimed at protecting defense secrets from disclosure must
deal with spying, with the fidelity of government employees to executive poli-
cies of seerecy, and with the rights and duties of newspapers and the rest of
ns to engage in or refrain from discussing matters that may be critieal to in-
formmed demoeratic piolicy choices and yvet harmful to defense or foreign policy
initiatives if disclosed. Beyond the inherent complexity of the problems, re-

vision of this area of law poses speclal challenges. The main difficulty stems from
the extreme confusion of existing law. The present espionage statutes are in-
comprehensible on the problems of publication of defense information amd pre-
liminary information gathering and retention by reporters and LCWS SoUrCes.
“]eaks” of defense information by government employees are likewise left in
a state of utter statutory confusion. And, as applied to classienl esplonage, the
current statutes are inadequate. The rauge of Information protected from spy-
ing is too nmarrow. Morcover, in demonstraling that spies have violated {hese
statutes, the government may be required Lo show in open court the harm to
security interests that has been causcd by the spying in question, & requirement
that may entitle further compromises of secreey interests, and even luhibit
prosccution,

1n the task of revision, Congress can find no guidance in recent revision of s{nfe
penal codes because these problems are not addressed in stule criminal faw,
Neither ean Congress derive benelit from sustained judicial attention to the
problems of protecting defense-related infornution. Virtually no judicial con-
sideration has been given to these problems outside the aren of classical espio-
nage, where the pressure for expansive readings of the existing statutes is very

reat.
g We respectfully submit that revision of the espionage statutes will not be suc-
cessful unless Congress recognizes two diflicultics. First, Congress today must
understand what led past Congresses to adopt such confusing statutes, Under:
standing the causes of corfusion in present law may cnable this Cougress to av
confusion in revision. Second, the range of quite different problems which these
statutes must face must be recognized ; the notion of unitary provisions designed
to deal at once with spies, government cmployees, and journalists should be
abandoned. A number of the important proposals of recent years would both
perpetuate the confusion of existing law, and fail to take account of the com-
plexity of the subject. :

THE CONFUSION OF EXISTING LAW

The present espionage statutes include both narrow and very broad prohibi-
tions. Iixceedingly broad and amorphous provisions have been on the books since
1917, but doubts as to the coverage of the broad provisions has led to the adop-
tion of several narrow statutes designed to deal with specifie types of disclosures.

The broad prohibitions are found in sections 793 and T4 of Title 18. Subsec-
tions 794(a), 793(a) and (b) collectively make criminal gathering for and con-
municating to foreigners “information relating to thie national defense” if done
with “intent or reason to believe that [the information] is to be used to the injury
of the United States or to the advantage of a foreign nation.” Subrection 734(b)
prohibits, in time of war, publishing, or otherwise-communicating, national
defense information with intent to comrunicate it to the eney. Subsections 793
(d) and (e), by far the most confusing provisions, prohibit “willful” communica-
tion of national defense documents and information to persons “not entitled to
receive it,” as well as their unlawful retention.

The complexities of finding meaning in these provisions led us to an analysis
of forbidding length. Our article is available for those who wish to consider the
grounds for our conclusions about the reach of the current statutes. In brief,
we found that these broad espionage statutes were enacted after legislative de-
bates and amendments which are fairly read as rejecting criminal sanctions for
well-meaning publication of information, no matter what damage to national
security might ensue and regardless of whether the publisher knew that a conse-
quence of disclosure would be damage to national security. Read in the light of
Congress’ intent, the broad statutes should not apply either to publication or to
conduct preliminary thereto, such as gathering information or leaking it to the
press, if the actor has the usual motivation of informing the public or influencing
policy. We recognized, however, that the language of sections 703 and 7'H must
be strained not to cover publication of a defense-related information preliminary
to every conceivable publication of defense matters. This discrepancy between
Congressional intent and the apparent broad scope of the general espionage
statutes results from certain unfortunate and recurrent characteristics of Con-
gressional action in this area, from the original 1917 legislation to the present.

Although broad statutes present a minefield of interpretation problems, these

1 Edgar and Schmidt, “The Espionage Statutes and Publication of Defense Information,”
73 Columbia Law Review 029 (1973).
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are the key isxsues, First, 794(b) punishes wartime publication of defense infor-
neation with “intent” to communicatg to the enemy, May such an intent be fn-
ferred from general publication by a newspaper whose employees act with
kiowledge that the enemy will read,the newspaper? We thought not.

in 1917 when the Wilson Administifition proposed a comprehensive set of
sliintos desigued to protect defense information during World War I, the pro-
posel statutes contained two sweeping provisions for executive information
control, Oue was a proposal to give the President power to ceusor prior to pub-
Yieatlon, or punish after the fact (exactly which was never resolved), publication
of defense information in violation of Presidential directives. This provision was
firmily rejected by Congress after much discussion of the value of publication of
al securliy information to informed policy cholee in a democrucy. Enacted
place wax the prolibition now codified in 794(b). To give eflect to Congress'
rejection of what was then known as “the censorship proposal” we concluded
the intent formulation of 794 (1) must be read to require a purpose to com-
cate to the enemy. Yel the result of this veading iy that the nation’s only
it prohibition on publicttion is so limited as (o be, in practical effeet, a

. TOL(a) prolibits commumication of defense information to foreigners,
amd b)) prohibit gathering information, it done “with iInfent op
to heliove (hat the information ix to be used to {he injury of the United
¥ . to the advandage of any foreign nation”” A reporier who gathers
defense information for publication would seewm o violate 793(a) and (b), and
vl Congress deeided in 794 that newspapers should not be punished for pub-
« defenxe information in the interests of informed national debate.

me question of interpretation is therefore raised by these offenses:
wge of T3 (a) and 793(b) seems applicable to gathering of defense
with publication in mind, if there is “reason to believe” that the
on witl advaniage a foreign nation, Yet fhe Congressional intent to allow
wer publication of defense-relafed matters would be frustriated by this
wo gnthering information must precede publication.

11y, the meaning of subsections 793(d) and 793 (e) is especially problematie,
cel of much obiter discussion in the options of several Justices in the
-on Papers decision, 793 (e) prohibits anyvone in unauthorized possession
of any docniment or note relating to the national defense from delivering or
communicating it “to any person not cutitled to receive it.” The same subsection
prohibits the willful retention of any tangible defense information and the
railnre to deliver it to the officer of the United States entitled to receive it.
Section T8 (d) is similar but applies to lawful possessors. The legislative his-
tory of these provisions indicates that Congress did not understand them to
make eriming! conduet done for purposes of publication. But how they are to he
narrewed to effectnate this legislative intention is a mystery. Unlike the other
. they do not expressly require that the actor bhe motivated by a de-
o the United States or advantage forcign nations. It is 10 surprise
Vi interpretation of the scope of these statutes have been advanced in
Laevessional hearings in recent years.

Existing law also includes several narrow provisions not suhject to the same
contusions. These provisions are limited either to especially seusitive categories
of infermation probibited from disclosure, or to particular classes of persons
covered. For example, section 952 is narrow in both respects, in that it prohibits
only federal cmployees from divulging only matters or codes transmitted be-
tween foreign conuntries and their diplomatic missions in this country. Section
<95, on the other hand, applies to everyone, hut covers only revelation of com-
munications intelligence and cryptographic information. The reverse pattern
cars in section 783(b) of Title 50, which covers only current Government
Jovees, hut miakes criminal their divulgence of any classified information,
or classifieation was warranted or not, to an agent of a foreign govern-
it or o member of any Communist organization.?

O

aix0

Hinns on pullicatinn of specific eategories of sansitive information. such
nd comnunications techniques, appear in subsequent statutes such as

re serious poliey enestions posed by the reach of these stntutes. they
: If a Government employee provides classified information

The current esplonage statutes are a product of serinus tension hetween the
-executive and the legislative branches about the proper scope of laws forbidding
disclosure of national defense information. Congress has congistently refused to
adopt sweeping executive proposals, no doubt in part because Congress relies on
general publications for much of the information about foreign and mititary
affairs that enables it to exercise oversight in these areas over a somctinies secre-
tive executive. Yet, the espionage statutes originated in preposais from executive
branch, and Congress has never attempted to formulate legisiation of its own.
Instead, Congress has tended to chop off certain executive proposals and cnact
others pretty much as submitted, in some cases enacling only part of zin inte-
grated package of legistation which beeomes extremely difficult to undersiand, 1f
not down-right meaningless, when severed from the whole,

For example, the 1917 proposals of the Wilson Administration inclnded an an-
thorization to the President to designate anything as defense Information, which
only duly authorized federal employees would be entitled to know. I'his provision,
however, was rejected. As a result, the csplonage statutes deseribe no proeess for
determining who is “entitled” to receive defense information. In its absence, if, is
arguable that § 703(d) and (e) should be regarded as a nullity, beeanse “ontitle-
ment” is at the heart of both the communication and retenlion offenses of § T3 (d)
and (e). The President's proposed power to create “entitlement” was slruck, antl
the present system of exceentive elassifiention cannot easily be nsed fin ils stead,
Congress has repeatedly refused to place eriminal sanctions behind the elussifiene
tion system. While this is only one of the number of confusions in existing law,
it, like others, have resulted from partial acceptance and partial rejection of in-
tegrated proposals formulated within the execufive branch. .

Another lesson to be extracted from the confusion of exisling law is the diffi-
cnlty of dealing in a single statutory section with all forms of information dis-
closure. The 1917 dehates are a welter of confusion in large part hecause of the
continued mixing together of the problems of espionage, employee breaches of
oificial secrecy orders, and newspaper publication. Sections 793 and 791 cover
everyone and all defense information, and make distinetions hetween spying and
well-meaning publication only through cumbersome and opaque deseriptions of
mental states. The result is all or nothing prohibitious which either leave publi-
cation without significant restraint, or subject it to sweeping prohibitions appro-
priate to spying but not to concerned debate about national policy.

4

SUGGRSTIONS FOR RLEVISION

The initial question the Committee must address is whether to attewpt compre-
hensive revision of the espionage laws, or to content itself with selective treat-
ment of currently perceived problems of substantive coverage—e. ., protection
of agents’ identities—and the desirability of special procedures for espionage
trials. We recognize the advantages of modest goals. The current espionaze laws
may be hopelessly confusing, but we have lived with them for 60 years, Any
effort to clarify them will release enormous tension hetween comp=ting vatues of
secrecy and open public discussion. The contest between these values may be
so infense that finding stable accommodation is impossible, and the rontest may
undercut the entire effort to achieve federal penal reform. a national goal for
over a decade. We believe this has been the experience nf the Senate in con-
sidering controls on national security information. The proposed treatment of
espionage and related matters in S. 1, and the Nixon Administration proposal.
S. 1400, was so controversial hecanse of its consistent preference for zecurity
over the values of debate that it made some critics apprehensive ahont the entire
effort to revise federal criminal Jaw. In the end, the only way of dealing with the
izsue was to bypass it entirely. The bill that passed the Senate last year, 8. 1457,
simply reenacted current law on espionage.

Despite the attractions of a narrow focus, we are persuaded that ecompre-
hensive revision, undertaken in conjuuction with the on-going effort to pass an
up-to-date federal penal code, is preferable to maintaining current Iaw with new
additions. In the first place, the creation of narrow provisions superimpnsed n
an opaque general law is the approach that has been used in the past. It is in
large part résponsible for the present confusion concerning the law’s scope. What
inferences ahout the coverage of current law should he drawn from the addition
of vet another layer of offenses and procedures treating activities that scem
already criminal, More generally, the tendency to treat penal problems hy ad hoe
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additions rather than revision accounts for much of the disarray of federal va._:z
law, and should be avoided. To Le sure, any comprehensive treatment requires
compromise, but compromise may be easier to achieve in a caoma. b..qu:‘owx
of uverall revision. Moreover, we ‘sce ;growing awareness that achieving legis-
lative control over Intelligence activities requires that employee misconduct must
b miude punishable, without the threat of disclosure of Z..._.c_“m S0 mo:cz.a. .:.:-n
proseeution will be abandoned. To eliminale this threat requires a rethinking
of the law governing employee disclosures, . ,

11 the seeond place, there is something inherently wusettling about Congress’s
soleinnly reenaeling espionage statutes whose meaning everyone concedes is
uncertiin, Moreover, the partisans for one view or the other of 2:;..2; z.- alutory
coverage are nnlikely to resteain their impulse to lond the legislative history in
a manuer Givorible (o their construetion. 1t did not heip reception of 8. 1437 that
while the statute itself reenacted current espionage law, ils accompanying cow-
mitteo report characterized the content of that law in o.:o-mEon terms, .

Llow would we go about revising current law? The _.:mno: of espionage _.mmw.m.
lation suggests that the primary hazard in formulating legal standards is in
treating all revelations of information together in broad general Hvu.o,.»muouym.
Although spying, breaches of secrecy by government employces, and public
speceh about defense matters by the press and the citizenry at large .E.cmmzn
essentially similar dangers to security interests, the hazards of prohibition and
sonlous enforcement are very different. Above all, legitimate social values which
militate against a strict policy of punishing public disclosures calls for separat-
ing these three aspects of the secreey problem. T'he consequence of lumping them
together can ouly be unnccessary difficulties in prosccuting sples, dialectical
extremes in the interpretation of the legal status of government employees, and
utter confusion in the rules applicable to publishers and the rest of us.

A. BI'YING

The essence of classical espionage is putting one’s access to defense or other
seerets at the disposal of foreign government or factions. We see relatively
little reason to worry about overlLoard prohibitions of such activities, although
inuocent enxes can be imagined. Accordingly, we would define espionage offenses
more broadly than preseat law. Existing law requires that the strategic sig-
nificance of information itivolved in esplonage prosecutions be ventilated in
open trials in the effort to prove that information relates to the national defense.
This requirement can itself lead to significant breaches of legitimatle secrecy
interests, a cousideration which may be strong enough to abort prosecution.
That a spy might gain immunity from prosecution because the secrets retailed
to a foreign agent are so vital that their significance cannot be disclosed in
court is an outcome which should be avoided to the extent possible. Moreover,
we believe this problem is better met by changing the substantive law to elimi-
nate the need to prove the significance of security breaches, rather than by tryring
to ereate novel procedures for closed trials, secret hearings from which a de-
fendant or his counsel of cholce may be excluded, or other questionable inroads.
on traditional notions of open public criminal trials. We believe. re, that
kuowing unauthorized transfer or classified informafion to agents of a foreign
governmen FTTTout requiring
{he judge or jury that classification was proper.

We would not, however, give the much-abused power to classify unquestioned
offeet, even in prosecutions for elassical espionage. At the least, the Director
of Central Intelligence and the Attorney General should be required to certify
{o the District Judge that the information allegedly transmitted to a forcign:
power was properly classified and not in the public domain. If Congress still
remaing concerned to bar espionage prosecutions for transmitting trivial or
! iblie information, the prosecutor could be required to satisfy the trial judge,
in camera, that the classifieation involved does not represent an abuse of dis--
cretion, The aim of the procecding would not be to determine whether classifi-
- proper de novo, hut rather to check arbitrary espionage prosecutions.
of course, the serionsness of the breach of security might he one
v 1 made material in senteneing proceedings. If the information does:
on its face seem signifieant, and the government chooses not to disclose its:
tinee, fhen (he cenfencing conrt may judge the offense & minor one.
icance of classified information is not to be a major element
e offense as we would draw it, one result is that fair administra--

tion would depend on determining correctly whether the recipients of the infor-
mation are in fact foreign agents. Such problems can, we think, be minimized by
insistence on the actor's awareness that his disclosures are intended for primary
use by. foreign political organizations. )

We would not add further culpability requirements to the spying offenses,
other than requiring knowing transmission of classified information. To condi-
tion these offenses on “Intent to harm the Uniled States,” as the Brown Conunis-
sion recommended, creates numerous problems. In much spying ngainst {he
United States, the person revealing secrets does not aim to harm the United
States, and in some cases, he or she may not even believe that harm will resull,
The tdeological spy can urge in good faith that his revelations nre designed to
advance the interests of the United States by bringing {t under a different pofit{-
cat systemn. Spies tnterested in pecuniary gain may plausibly eluim that (he in-
formation selected for transfer was harmless, or already known to the foreign
government involved, or some such. Persons who engage in unauthorized delivery
of classified information to foreign powers should not be given such defenses to
fall back on, in our opinion. No significant social purposes are served by limiting
spying offenses to purpose, knowledge, or even recklessness with respect to harm
to the United States.

One other problem deserves mention in connection with prohibitions dirccted
at classical espionage. Because we would not condition spying offenses on any
culpability requirement beyond knowing transmission of classified information, a
government employee who reveals classified information te a foreign agent
in the course of negotiations or other proper contacts must he protected. We
suggest o defense of good faith belief in authority to reveal, The espionage
offense we recommend would accordingly comprehend the essence of the present
offense applicable to government employees found in 50 U.N.C. T83(Dh), but
would apply to all persons who covertly transfer such information.

Offenses dealing with classical cspionage should be broadly defined where
actual spying is involvd. But more important is the point that statutes geared
to spying should be limited to that activity, and should not incorporate by de-
sign, or slop over by inadvertence, the distinct problems of disclosures by govern-
ment employees or discussion by newspapers or other publishers.

B. GOYERNMENT EMPLOYEES

Whether Government employees should ever be held criminally responsible
for unauthorized public disclosure of national defense seerets is i serious policy

- problem. A number of considerations argue against it. Iirst, such disclosures fre-

quently inform the public about national policy. Oflicials respensible for na-
tional defense policy commonly attempt to structure perception of the issues
involved so as to generate support for the policies they espouse. To expect of-
ficials to be neutral and forthcoming with facts is unrecalistic. An important
counterweight to this tendency for public debate about defense izsues to De
skewed by selective revelation of supporting facts is the opportunity f opponents
to ventilate their side of the story by disclosing other, and possible secret,
information. Effective criminal penalties in this area would therefore limit
public knowledge of and participation in policy formation, and would alsoe
Dlock an important extra-official channel of communication within governinent.

Second, criminal prosecution for employee disclosure will be seriously con-
templated only in the most unusual cases, because the “leak” is the tool not
only of those aggriecved by decisions, but also of those in charge of policy who
wish to test public response to contemplated policy changes. Prosecution for a
:r,.,:A_ is therefore likely to seem selective and discriminatory, anad will outrage
especially those who sympathize with the defendant’s stance on the policy
maftter in dispute.

.HEE_. employees who wrongly disclose secrets can without question be dis-
::”ﬁ.aoz from government service, and effectively ostracized from further par-
ticipation in official policy-making. That penalty may be sufliciently serious to
‘make necessary further sanctions.

Despite these weighty considerations, we believe there ig room in the erimi-
nat law for limited penalties directed at wroungful disclosure of defense secrets
by government employees, not covered by the spying offenses discussed above.
H:E..o can be no question of the enormous harm that such disclosure can cause,
Pparticularly in such sensitive areas as eryptographic processes. Moreover, fail-
ure to protect secrecy can result, paradoxically, in the increase in seereey in
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poliey Tormation, If the legal order legitimates the view that respect for secrecy

is only a nstter of political commitiient, the likely respouse of decision-makers.
will be to nkeke seerets availuble tp only a few trusted subordinafes. Chus, the
Laae x failure Lo give weight to security keonsiderations will angment the tendency
o entralize power into fewer hands. .

W hile on balance we favor prohibitions on some unauthorized publications, the
Tirst SAmendment and sound conceptions of policy fuver very uarrow coverage.
Our contral disagrecment with earlier propused Codes is that the informution
protecied agalnst \nuuthorized public revelation by government employces should
he considerably more narrow than that protected against espionage. Failure to do-
this is lkely to have one of two baneful consequences. Either the courts will feel
pressed to narrow the scope of espionage prohibitions in order to sustain the con-
stitutionality of offenses in the employee publication context, or, more likely,
courts in espionage cases will stretch the definition of defense information far
past the point appropriate for triggering penalties for public speech by employees.
The two types of offenses should be separated. Governwent employees, in our
view, should be exposed to criminal liability only if they reveal—a term which
should be definet o exclude material already in the public domain—properly
classtlied national defense information hearing upon very narrow categories of
Wion coneerning wenpons systems, mililary and defense ptanning, and
foreigi futelligenee sources and methods of current utility. To define these cate-
gories of security secrets requires extensive experieuce in the management of
national sccurity affairs, and we are not competent to do it.

This coverage is, of course, much narrower than that we would extend to
espionage. I'or disclosures to persons not known to he agents of foreign govern-
ments, an etmnloyee should be able to litigate fully the propriety of classification,
and. in addition, conlend that even if properly classified, information was not of’
important strategie or infellizence significance. Classification, even when proper,
can ecasily be used ag a shield against embarrassment or a weapon for partisan
itieal ndvantaze. Byen thus limited, however, there are two general situations
‘o diselosure, althongh harmful to some conceplions of seenrily, serves the
Herest. To accommodate one of these, we wonld make av: hle o sfain-
Vo proleet unautborized diselosure to aay moember of o Congres
irgr comprelence over the matfer in qu i
10 o that the First Amendaient may ¢
hanee to justify his ofherwise criminal dixclosure on the ground that the
anation had sienifieance Tor public debate that outweighed any likely con-
coence for national seenvity, To anticipate thix possibility, Congress may wish
to provide that all questions of law, stalntory and constitutional, may be heard
in eamern it the prosccutor persuades the District Judge that an open hearing
micht compromise legitimate seenrity considerations,

C. PUBLICATION OF DEFENSE INFORMATION

Tre third and most sensitive problem that revision confronts is how to treat
ir diernasion of defense matters by the press and other persous not employed’
hy the sovernment, We believe the press and other non-employees should have
wider vights to disclose and discuss defense information than should government
emplorees who have learned secrets in their official capacities upon an under-
standing that seenrity wonld be maintained. Former Congresses struck the bal-
anee hetween the social valne and the adverse security consequences of disclosures
in faver of public dchate in all doubtfnl cases, no doubt in part becanse they
wished for Congress itself to learn from the press ahout national defense informa-
tion necessarv for noliey-planning. Former Congresses did net have confidence
that wore than a single elected offieial had approved whatever policy might he
compromiced hy pnblic diselosure of secrets. Partly in institutional self-interest.
thin cxpinnage statutes reflected the view that demoeratic checks on vital questions
of natinral noliey depend on publie debate throuch the press,

We bolinvn thic Congress shonld eontinne to aceard hirh priority to pablic
Only very narrawle drawn categeries of defense information of ereatf
v sievificnnee and, in most eases. little import for public debate, should
Vited {eem nullie revelation. Information abont eryptographic techniques,
o eathering oneratiors, the design of secret and vital weapons sys-

B en neneelime press diselosnre.

armaments, and perhaps ather narrow and concrete categories of’
Hizenee informatinn are appropriate snbjects, in our opinion, for

Even with prohibitions limited to such narrowly drawn cate oriey
y 7 ntegories of infor-
wuwﬁ_ou, hoswever, 20.3:5@ that a justification defense turning on superceding
E.vS.nES for public debate will be available under the First Amendment.
wynmmaowa situations wil arise where even the most narrow cutegory of defeuse
information should be revealed in the national interest. A publisher siiould
E:a the right to contend for such a First Amendment justification for public
disclosure of any defense secret. Where a publisher or journalist offers such a
mm».mc%_.. we Dbelieve the defense should be aired in an open, publie trinl. "The prob.
lem of mn;.sm;r: where a defendant threatens to reveal other, related seerels
if prosecuted, is a lesser problem when the defendant is not & govermment ciu-
ployee with access to numerous security secrets,

CONCLUSION

Current law is not satisfactory in its treatment of espionag &% of sc-
crecy by m.o<mn=Em=n employees, and public debate pcc_mn w_.,om_m,w._wm. %mwﬂmr.fnmm_ .,%*
dealing with such complex and significant problems can neither afford amnbiguity
as to central questions of coverage, nor wholesale protection of secrecy intos sty
at the expeuse of countervailing values of political discussion, Whether or not
::.. speeidie approaches we have offered are deemed (o have morit, we hope the
Subcommitiee will agree that a perception of the different dems pored by
spying, employce disclosure, and public discussion is the beginning of sounid
revision of the law concerning national security scerets. .

Mr. Scurmipor. That statement, Mr. Chairman, contains our suninary
about the problems with existing law, concerning espionage and dis-
closures of information relating to defense and intelligence matters
and it also contains some suggestions that we would olfer for your con:
sideration for reform of the law in this area.

I would like to try to summarize our statement for the subcommit-
tee, but we want to try to answer your questions, if we ean, and the snb-
committee stall has been kind enough to send us a number of
that ave before you which we have gone through, an-l i the
mittee wants we would be happy to give you owr apprais:|
“arious proposals, . _ ,,

Mr. Chairman, we believe that there are two main prohloms
Congress in the area of espionage laws and laws concerning do lense
and intelligence information. The first, problem is the variety of com-
plicated different matters subsumed in the topic. You mmst deal not
only with spying, but also with the fidelity of Govermment cmpleyees
to executive policies of secrecy, and third, with the vights and duties
of journalists and the rest of us to engage in or refrain from discu=sing
matters that may at once be critical to informcd policy choices and
yet be harmful to legitimate secrecy intorests if disclosed.

Beyond the complexity of these problems, there is the added diffi-
culty that existing Jaw concerning these matters is in a state of extreme
confusion, as we see it. The present espionage statutos, we believe. rre
incomprehensible on the question of publication of defense and intelli-
gence mformation. Leaks of this sort of information hy Government
employees are likewise, in our judgment, left in a state of statutovy
confusion. And the third point about existing law that we would like
to make is that as applied to classical espionage, we helieve the cny-
rent statutes are inadequate. In our opinion, the range of information

that they protect is much too narrow, and as you have heen discussing
with Senator Biden, under the current statutes, in proving that <pies
have violated the law, the Government may be required to show in
open court what the harm to security interests has heen caused L the
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